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KypeTbiH KbicKama cunarramacel / Kparkoe omucanme kypcea /Brief description of the
course: barmapnama akmapaTThIK KayilCI3JIKTI KaMTaMachl3 €TYIIH KYKBIKTBIK JKOHE TEXHHUKAJIBIK
acreKTiyiepin 3epaeneyre OarpiTTanFan. On qepexTepai Kopray, MyAJenep KaKThIFbICBIH aHBIKTAY JKOHE
perTey, CcoHAal-aKk AKMapaTTaHIbIpy >KoHE OaiJIaHBIC CalaChIHIAFhl KBUIMBICTAp YINIH  3aHIBI
KayarmKepIIUTiK MoceselIepiH KaMTHIbI.

HporpaMMa HarpaBJiICHa Ha HW3Y4YCHHUC IIPaBOBbBIX M TEXHUYCCKHX AaCIICKTOB oOecrieueHus
I/IH(bopMauHOHHOI‘/'I OesomacHoct. OHa OXBAaTBIBAET BOIIPOCHI 3aIllUTHl [JAHHBIX, BBIABICHUSA U
YpEeryiupoBaHus KOH(l)J'II/IKTa HHTCPCCOB, a TAKXC IOpH,Z[H‘ICCKOﬁ OTBCTCTBCHHOCTH 3a IPCCTYILVICHUA B
cdepe nHHOPMATHUZANH U CBS3H.

The program is aimed at studying the legal and technical aspects of information security. It covers
issues of data protection, identification and resolution of conflicts of interest, as well as legal liability for
crimes in the field of information and communications.

Makcarsi/Leas/Aim:

CTYZ[CHTTepIIC aAKIMaparTbl KOprayAblH KYKBIKTBIK KOHC TCXHOJOTHAIBIK TeTiKTepi TypaJibl KaH-
KAKThl TYCIHIK KaJIBIITaCTBIPy, COHBIMEH KaTap HUQPIBIK KayilCi3diK CalachblHAAFbl 3aHHAMAIBIK
HOpManapasl Kosganyra yipery./ CpopMupoBaTh y OOydaromIUXcsi KOMIUIEKCHOE MpPEACTaBICHHE O
MPAaBOBBIX M TEXHOJIOTMYCCKHX MEXaHM3Max 3alluThl MH(OpMAIMHM, a TAaKKE HAYYUTh HPUMEHSTH
3aKOHOJaTeabHbIE HOPMBI B cepe 1udposoii GezomacHoctu./ To form in students a comprehensive
understanding of the legal and technological mechanisms for protecting information, as well as to teach
how to apply legislative norms in the field of digital security.

Oky minaertepi / Yueonnie 3axauu / Learning Objectives:

- AKmapaTTblH Kayilci3firiH KaMTaMachl3 eTyAiH 3aMaHayy TeXHOJIOTHSIIAPbIH UTepy.

- Mynnenep KakThIFBICHIH AHBIKTAyFa KOHE MIENTYTe apHAJIFAH CaHIbIK Kypaiaapabl 3epTTey.

- AKnapaTTaHzLpr )KoHe  OaiiaHbIc CajlaCbhIHAArbl  KbUIMBICTAP YI_I_IIH KBIJIMBICTBIK
KayanKepIIUTIK cajJachlHIarbl 3aHHAMaHbl TaJlay.

- HopMaTuBTIK-KYKBIKTHIK aKTiJIEp/Il KOJIaHy1a TPAKTUKAIIBIK JaFAblIapbl ,Z[aMLITy./

- OcBoeHME COBPEMEHHBIX TEXHOJIOTHI obecrieueHus 0e301acHOCTH HH(POpMaIUK.

- H3yuyenue uMdpoBBHIX MHCTPYMEHTOB Ul BBIABICHHUS M YperyJIUpOBaHUA KOH(DIMKTA
HHTEPECOB.

- Anamms 3aKOHOJaTCIbCTBA B obnacTu erJ'IOBHOfI OTBCTCTBCHHOCTH 3a MPECTYIJICHUS B ccpepe
MH(}OPMATHU3ALINU U CBS3H.

- PasButue IMMPAKTUYCCKUX HABBIKOB B IPUMCHCHUN HOPMATHBHO-IIPABOBLIX aKTOB./

- Mastering modern information security technologies.

- Exploring digital tools to identify and resolve conflicts of interest.

- Analysis of legislation in the field of criminal liability for crimes in the field of informatization
and communications.

- Development of practical skills in the application of regulatory legal acts.

KanbinTacTeipy Kepek Herisri Ky3bipertep /ba3oBble KoMneTeHINMH, KOTOpPbIe NMPEACTOUT
cpopmupoBars/ Basic competencies to be formed: - Axmapar kayinci3airiH KamMTaMachl3 €TYIiH
3aMaHay¥ TeXHOJOTHSIApbIH UTEPY.

- OchlI canaiarsl aKMapaTThIK KaYINCi3/IiK )KOHE KYKBIKTBIK PETTEY HETi3/1epiH MEHTepy.

- HudpibIk TeXHONOTHSIIAPIBI KOJTaHA OTHIPHIT, MY/IJIEep KaKThIFBICHIH aHBIKTAY JKOHE TaJaay
MYMKIH/IIT1.

- AKnaparTaHapIpy *oHe OalIaHBIC CANACHIHIAFBI KYKBIK OY3YIIBUIBIKTAP TYpasibl 3aHHAMaHBI
oimy.

- AKMmapaTThIK Kayilci3ikKKe OalJaHbICTBl KYKBIKTBIK MOCENenep/l IIenryie KYKBIKTHIK
HOpMaJIap/Ibl IPAaKTUKaa KoyaaHa oiny./

- Bragenne ocHoBamMu MHGOPMAITMOHHOW 0€30MaCHOCTH M MPABOBOTO PETYJIUPOBAHUS B JaHHOU

cepe.



- CocOGHOCTH BBIABIATH M aHATU3UPOBATh KOH(DIMKTH HHTEPECOB ¢ MPUMEHEHHUEM IU(PPOBBIX
TEXHOJIOTHH.

- 3HaHUE 3aKOHOJATENILCTBA O MTPABOHAPYIICHUSIX B 00J1aCTH HH(DOPMATH3AINH U CBS3H.

- YMeHne IIPUMCHATE IOPpUIAUNYCCKUE HOPMBI HA IPAKTHKE IIPpHU PCIICHHUU ITPABOBBIX BOIIPOCOB,
CBSI3aHHBIX ¢ MHPOPMATMOHHOW OE30MaCHOCTHIO.

- Knowledge of the basics of information security and legal regulation in this area.

- The ability to identify and analyze conflicts of interest using digital technologies.

- Knowledge of legislation on violations in the field of informatization and communications.

- The ability to apply legal norms in practice when solving legal issues related to information

security.

OKkbITYabIH HOTH:KeIepi / Pe3yabTaTrsl 00yyenusi / Learning outcomes:

OxpITynbIH HOTIOKENEepi / PesynbraTel 00ydenus / Learning outcomes:

- aKMapaTThIK KayYIICI3/1iK HET13/IepiH KOHE JAepEeKTep i KOpFay NPUHIUITEPiH TYCIHY;

- aKMmapaTThIK KaYICI3MIKTIH HET13T1 KaTepJIepiH KOHE OJIAPIBIH aJIJBIH Ty 9MIICTEPIH Tajaay;

- aKMmapaTThl KOpFay YILIiH 3aMaHayH OaraapiiaMajblK JKOHE almapaTThlK Kypalaap/sl Naiganany;

- yibpIMIap/ia aKMmapaTThIK KayiNci3/iK CTpaTerusuiapbl MEH casicaTTapblH d3ipIiey;

- KazakcranHbIH KYKBIK KOpFay OpraHAapblHIa KayilCi3[iKkTi KaMTaMachl3 €Ty epeKIIeNiriH
TYCIiHY.

- uupbIK xobanap MEH UHTEpHET-IUIaTGopMaliapFa 3aHIepiIiK capanramMa XXyprizy;

- aKIMapaTThIK TEXHOJIOTHIIAP CaJIaChIHIAFbl HOPMATHBTIK KYKBIKTHIK aKTiJICpIl Tanaay.

- KHOepKayinci3AiK calachblHIaFbl KYKBIKTHIK OLTIMA1 KOJAaHY;

- OM3HEC MeH MEMJICKETTIK KYphUTBIMIAP YIIH HUPPIBIK KYKBIK OOMBIHINIA YCHIHBICTAP 93ipIey;

- aT caJlachlH KYKBIKTBIK PETTey Macenenepi OOWbIHIIA MEMIJICKETTIK OpraHjapMeH e3apa ic-
KHUMBLI Kacay.

- pa30upaThcs B OCHOBaX MH(POPMAIIMOHHOM 0€30MacHOCTH U MPUHIIMIIAX 3AIIUTHI TAaHHBIX;

- aQHAJIM3UPOBATh OCHOBHBIE yrpo3bl HWHMOOPMAIMOHHOM OE30MacCHOCTH W METOIbl HX
MpeIOTBPALICHHUS;

- UCIIOJIb30BATh COBPEMCHHBLIC ITPOTPAMMHBIC U allllapaTHBIC CPEACTBA IJId 3alllUThI I/IH(l)OpMaHI/II/I;

- pa3pabaThIBaTh CTPATETUH U MOJIUTUKHA HH()OPMALIMOHHON O€30MaCHOCTH B OpraHU3aIUsX;

- TOHMMAaTh crneuuduky obecnedyeHuss O€30MacCHOCTH B TPABOOXPAHUTENBHBIX OpraHax
Kazaxcrana.

- IPOBOJUTH FOPUIUUECKYIO IKCIIEPTH3Y HU(POBBIX MPOEKTOB U MHTEPHET-TUIAT(HOPM;

- aHAJIM3UPOBATh HOPMATUBHBIE MTPABOBBIE aKTHI B chepe HHPOPMAITMOHHBIX TEXHOIOTHA.

- IPUMEHSTH IOPUINYECKHE 3HAaHUSI B 00J1acTH KHOepOe30MacHOCTH;

- pa3paboThIBaTh pEKOMEHIAlMU Mo LudpoBOMy MpaBy nis OW3HECa U TOCYJapCTBEHHBIX
CTPYKTYD,

- B3aUMOJICHCTBOBATh C TOCYJAPCTBEHHBIMH OpPTaHaMHU IO BOMPOCAM MPABOBOTO PEryIHUPOBaHUS
UT-chepsr

- understand the basics of information security and data protection principles;

- analyze the main threats to information security and methods of their prevention;

- use modern software and hardware tools to protect information;

- develop information security strategies and policies in organizations;

- understand the specifics of ensuring security in the law enforcement agencies of Kazakhstan.

- conduct legal expertise of digital projects and Internet platforms;

- analyze regulatory legal acts in the field of information technology.

- apply legal knowledge in the field of cybersecurity;

- develop recommendations on digital law for businesses and government agencies;

- interact with government agencies on issues of legal regulation of the IT sector.



IMonnep /Incuummansl / Disciplines:

1. Kayincizaik »xyihenepinaeri akmaparTblK TeXHOIOTUsIap (KPEaUT CaHbl - 5, aybi3ina eMTuxaH) /
WNudopmannoHHbIe TEXHOJIOTHH B cUCTEMaX 0€30MacHOCTH(KOIMYECTBO KPEAUTOB - 5, YCTHBIN dK3aMeH )
/ Information technology in security systems (number of credits - 5, oral exam)

2. Mynaenep KakThIFBICHIH aHBIKTay MEH HICITYIiH CaHIBIK KYpaJIaphbl (erILI/IT CaHbl - 5, aybI3IIa
emruxaH) / LludpoBbic HHCTPYMEHTHI BBISABICHHS U YPETYJIUPOBaHHS KOH(PINKTA HHTEPECOB (KOJIMYECTBO
KpeauToB - 5, ycrHbiid 3k3ameH) / Conflict of interests and digital communications (number of credits - 5,
oral exam)

3. AKmaparTasjablpy KoHE OalIaHbIC CajachIHIAFbl KbUIMBICTBIK KYKBIK OY3yIIBUIBIKTAp YIIiH
3aHbl JKayalnKepHmIunK (KpeauT caHbl - 5, ayeiia eMmtuxan ) / KOpuandeckas OTBETCTBEHHOCTH 3a
yroJIOBHBIE TpaBoHapymieHus B cdepe mHpopmaTuzauuu u cBsizu (KommyectBo KkpemutoB S5, dopma
KOHTpoJIs - ycTHBIN 3k3amen) / Legal liability for criminal offenses in the field of informatization and
communications (Number of credits 5, form of control )

Enoex coliibiMabLibirbl / Tpynoemkocts /Labor intensity: 15 kpeauros.

IIpepexBusurrep / [IpepexBusursl / Prerequisite:
AKMapaTThlIK-KOMMYHUKALMSUIBIK ~— TexHojorusap /  MHGopManoHHO-KOMMYHHUKAIIHOHHBIE
texHonoruu / Information and communication technologies

Minimum number of listeners / MunuMaabHOe KOJHMYECTBO ciaymareieii /
ThinaaymbLIaAPALIH eH a3 caHbl: 20

Maximum number of listeners / MakcumaabHoe KOJUYECTBO cJyimarenei /
ThinaaymbLIaApABLIH MaKcUMaIbI canbl: 100

IMon 1/ Mucummauna 1/ Discipline 1

Kayinci3aik :kyiiesepinaeri aknapartsik Texnosnorusuiap / MUugopmanuonnblie TEXHOJIOTHH B
cucremax oezomacHoctu / Information technology in security systems

ITonnin KpicKama cunarramachl / Kparkoe onucanne qucuumiaunel / Discipline Summary:
«Kayincizmik Ky#enepiHeri akmaparThIK TEXHOJOTHSIAp» TMMOHI KYKBIKTBIK JKOHE TEXHUKAJIBIK
epeKUIeNiKTepli €CKepe OTBIPBIN, aKMapaTThl KOpFay MeH KHOepKayilCi3[IKTiH HEri3ri acleKkTiIepiH
3epaeneyre OarpITTanFad. KypcTel urepy 0appichbiHAa CTYIEHTTEpP 3aMaHayH aKIapaTThIK TEXHOJIOTUsIap,
oJIapbIH Kayilci3aiK KyhenepiHaeri pesi koHe HU(PIBIK OpTajia TYBIHAAWTBIH KaylnTep Typalbl ipremi
OLTIM anajsl.

Hucunnnmna «MHopMalmoHHble TEXHOJOTHHM B cHCcTeMaxX O€30MacHOCTH» HalpaBjieHa Ha
M3Y4YEHHE KIIIOYEBBIX ACIEKTOB 3alUThl MHpOpMAIMU U KuOepOe30macHOCTH C Y4eTOM IMpaBOBBIX U
TEXHUYECKUX 0coOeHHOCTe!. B XxoJie ocBOeHUs Kypca CTYAEHTHI Moiay4yar (pyHJAaMeHTaJbHbIE 3HAHHUS O
COBPEMEHHBIX HH(OPMALMOHHBIX TEXHOJOTUSAX, HUX POJM B CHCTEMax O€30MacHOCTH M Yrpo3ax,
BO3HHUKAIOIMIMX B U(POBOI cperie.

The discipline " Information technology in security systems " is aimed at studying key aspects of
information protection and cybersecurity, taking into account legal and technical features. During the
course, students will gain fundamental knowledge about modern information technologies, their role in
security systems and threats emerging in the digital environment.

Cabak TtypJaepi / Buabl 3auaTmii /Type soflesson: mopic, 3eprxanansik cabakrap, COX /
nekius, 1aboporpusie 3ansatusi, CPC / lecture, laboratory classes, IWS.

OxpiTymisl /IIpenonaBarens / Teacher: JXycymoa botaroz TynereHoBHa, akmapaTThIK
KyHenep kadeapacbiHblH ara oKbITYIIBICH / JKycynoBa boraros TynereHoBHa, cTapiiuii mpenoaaBaTenb
kadeapel mHPOpManMoHHBIX cucteM/ Zhussupova Botagoz Tulegenovna, senior lecturer at the
Department of Information Systems.

IMon 2 / Aucuumauna 2 / Discipline 2



«Myaaeiep KaKThIFBICHIH aHBIKTAy MeH mmemymiH mudpiabik Kypamsaapby/ «Iudgposbie
WHCTPYMEHTbI BBISIBJIEHHsI W YyperyjaupoBanusi KoHuukra uHTepecoB» / «Digital tools for
identifying and resolving conflicts of interest»

Ilonnin Kpickama cunarramacobl / KpaTrkoe onucanmne nucuuniaudbl / Discipline Summary:

Kypc mynaenep KakThIFBICHI MEH ChlOaiiiac KeMKOPJBbIK KOMIOHEHTTEPIHIH TYKbIPBIMIaMachiH
KaJIBINTACThIpyFa OarbITTanFaH. My/ienep KaKThIFBICHIH aHBIKTayFa KOHE PETTeyre apHalFaH HUQPIBIK
Kypajijap allbIKTHIKThl KaMTaMachl3 €Ty/Ae, alasKTBhIKTBIH, ChlOaiiac MKEMKOPJBIKTBIH >KOHE KOciOu
KBI3METTET1 STUKAIBIK CTaHAAPTTAP.IbIH OY3bUTYbIHBIH aJ/IbIH aTy/1a MaHbI3Ibl POJI aTKapabl.

Kypc HampaBien Ha ¢GopMUpOBaHHE KOHUEHIMH KOH(IMKTa WHTEPECOB M KOPPYMIHMOHHBIX
coctaBisitouinx. LludpoBbie MHCTPYMEHTHI JUIS BBISBICHUS U YPETYIMPOBAaHUS KOH(IIMKTA MHTEPECOB
UTPAIOT BAXXHYIO POJib B 00ECIEUYEeHUH MPO3PauHOCTH, PEJOTBPAIICHUH MOLUICHHHUYECTBA, KOPPYIIUHU U
HApYIICHHSI STHYECKUX CTAHJAPTOB B MPO(PECCUOHATLHON AEATEIIEHOCTH.

The course is aimed at forming the concept of conflict of interests and corruption components.
Digital tools for identifying and resolving conflicts of interest play an important role in ensuring
transparency, preventing fraud, corruption, and violations of ethical standards in professional activities./
Bunpr 3anstuit /Types of lesson: gopic, npaktukansik cabak, COX /nekums, nmpakTHUECKOe 3aHSTHE,
CPC/ / lecture, practical lesson, IWS.

Cabak typJaepi / Buasl 3ausaTuii /Type soflesson:opic, npakrukaibikcadak, COX / nekmms,
npaktuueckoesanstue, CPC / lecture, practicallesson, IWS.

OxkbiTymsl /IlpenogaBarens / Teacher: TanranoBa Unaupa KypmaHnoBHa, ara OKBITYIIBI, 3aH
FRUIBIMIApbIHBIH MarucTpi / TantanoBa Munupa KypmanoBHa, cTapuinii mpemnogaBaTenlb, Maructp
ropuarnueckux Hayk / Taltanova Indira Kurmanovna, senior lecturer, master of law

IMon 3/ Mucuumauna 3/ Discipline 3

AKNapaTTaHAbIpy :KoHe OAMJIaHBIC CAJACBIHAAFbI KbLIMBICTBIK KYKBIK OY3yHIBLIBIKTAP
YUIiH 3aH1bI Kayankepuitik / Opuanueckasi OTBETCTBEHHOCTD 32 YIOJIOBHbIE IPABOHAPYIIEHUS B
cepe nndopmaruzauuu u ceszu/ Legal liability for criminal offenses in the field of informatization
and communications

IMonnin KbicKama cunarramacsl / KpaTtkoe onucanue aucuumiannbl / Discipline Summary:

binim anymsinapaa aknaparTaHabIpy jkoHe OalIaHbIC calachbIHIAFbl KYKBIK Oy3yIIbUIBIKTAp YIIiH
KayanKepIIUTIKTI Ke3eHTIH KYKBIKTBIK HOpManapAbl KoJJaHyFa OaillaHbICThl KYKBIKTBIK acleKTUIep/l
KEUIeH Il TYCIHY/1 KaJbITacThIpYy.

cDOpMHpOBaHI/Ie y O6y‘-IaIOIIII/IXC$I KOMIUICKCHOT'O TIOHMMaHUA IIPAaBOBBLIX AaCIICKTOB, CBA3AaHHLBIX C
INPUMEHEHHEM MPAaBOBBIX HOPM MpPENyCMaTpPUBAIOIINX OTBETCTBEHHOCTh 3a MpaBOHApYyIIEHUS B cdepe
nH(OPMATHU3ALINU U CBS3H.

Formation of students' comprehensive understanding of the legal aspects related to the application
of legal norms providing for liability for offenses in the field of informatization and communications.

Cabaxk typJaepi / Buasl 3anstmii /Type soflesson:nopic, npaktukansikcadbak, COX / nekuus,
npaktuueckoezanstue, CPC / lecture, practicallesson, IWS.

OxpiTymisl /IlpenonaBatenn / Teacher: MarpysueBa Ausipa AGaeBHa, ara OKBITYIIBI, 3aH
FBUIBIM JapblHBIH Maructpi / Matpy3ueBa Asispa AOaeBHa, CTapiiMii IpernojaBaTellb, MarucTp
ropuarnueckux Hayk / Matruziyeva Allyara Abaevna, SeniorLecturer, MasterofLaw



